THE Billion WWAN FAILOVER MANAGER
A high performance 4G/LTE wireless platform purpose-built for high availability,
mission-critical resilience and secure wireless connectivity

BUSINESS
CONTINUITY
STAY CONNECTED

rapidly deployable

cloud managed

cost-effective

Billion believes that Multi-WAN
connectivity and Auto Failover
functionality are the key components
of a business continuity solution

Billion WWAN Failover Manager for Business continuity
It comes as no surprise that the internet has revolutionized (transformed) the way companies
conduct business. Internet connectivity is such an integral part of business operations today
that any amount of downtime is devastating impacting everything from revenues, reputation
and ultimately business viability. The goal of a business continuity solution is to avoid network
downtime. Whether it’s POS transactions and credit card processing, or for cloud-based
business and productivity applications or off-premise services, always-on connectivity is
crucial for business operations According to industry surveys, the average cost of downtime
cost is $5,600 per minute, which extrapolates to well over $300K per hour. These figures are
shocking, yet many businesses do not have a business continuity solution in place to protect
their operations for loss and disruption when it happens.
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HOW MUCH DOES DOWNTIME COST FOR YOUR BUSINESS?
THE FACTS

U.S. companies experience
Internet downtime

5
x
per month

*According to a recent survey, companies experience an
average of 501 hours of internet downtime every year, which
equal five downtime events per month. 56% did not have a
formal network backup plan, causing a huge productivity and
revenue lost.

501hrs
per year

THE COST

Downtime costs over $700 Billion per year
*According to a recent IHS study.

$25,806

Small Business

$3M

$880,600
per year

per year

per year

Mid-size Business

(<100)

Large Business

(100-1000)

Mid-sized businesses
experience the most
IT downtime

52%

(>1000)

of midsize companies
can only tolerate less

than 1 hour of downtime for

their most mission-critical data and applications

OTHER COST
productivity

data loss

missed deadline

root-cause detection

reputation

penalties

system recovery

equipment damage
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DOWNTIME

ARE YOU PREPARED?
All businesses experience downtime. Recent research shows, network interruptions has became the No.1 reason causing downtime. With that being said,

It is not a question of whether connectivity will go
down, it is a question of when it will and, more
importantly, how well prepared you are!

HOW DOES

DOWNTIME

AFFECT YOUR BUSINESS?

Imagine you operate a retail business and your customers are ready to check out with their credit card and
your cashier has to tell them, “I’m sorry, we are unable to process credit or debit cards transactions because
our network is down.” How disappointing?
This downtime generally results in one of four consequences:
Lost sales revenue
This is straightforward. If your business is down, you cannot generate revenue.
■ Reduced productivity
The cost of downtime also increases as employees are unable to work or are forced to perform nonrevenue-related activities during downtime
■ Cost to recover
Costs associated with resuming normal business operations; repairs, lost data, etc.
■ Intangible costs
Cost associated with brand or damaged reputation and customer loyalty/dissatisfaction
■

Now consider that a network outage could occur at any time and multiply these costs by the store’s
busiest hour of the day, or busiest day of the year-no retailer can afford not to protect their connection.
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HOW TO CALCULATE
DOWNTIME LOSS?
While calculating losses due to downtime can be complex, there is a widely accepted basic formula that
should help you start to understand just how much your business might be impacted.

LOST REVENUE = (GR/TH) x I x H
GR = gross yearly revenue
TH = total yearly business hours
I = percentage impact (a high percentage would mean you can’t complete any transactions, will lose clients and have a PR nightmare)
H = number of hours of outage

Finally, to calculate the expected annual cost, multiply this number by the number
of expected annual hours of outage.

WHY IS BUSINESS CONTINUITY
SO IMPORTANT TO YOUR BUSINESS?
The reliable and constant Internet connectivity is very important for today’s business. Incidents resulting in
million-dollar losses of business revenue and employee productivity due to a simple network fault are now
common in organizations across many industries. Unexpected network downtime can cost your business
on everything from lost sales, reputation, productivity, and many more. Therefore, BEC Technologies
believes in protecting business continuity, Multi-WAN connectivity and Auto Failover Functionality are keys
to ensure maximum connectivity and minimum service interruption.
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What are your Business Continuity Options?

Answer: Billion WWAN Failover Manager
Implementing Business Continuity for “Always-on”
connectivity requires a fully integrated, rapidly
deployable and cost-eff¬ective solution. The Billion
WWAN Failover Manager is a high performance
4G/LTE wireless platform purpose-built for high
availability, mission-critical resilience and secure
wireless connectivity. The WWAN Failover Manager
features: Dual Gigabit Ethernet interfaces, automated
failover and RS-232 serial console / terminal server
for Out-of-Band Management (OOBM)

Billion’s WWAN Failover Manager actively monitors the primary connection and in the event of a
service disruption. automatically switch over to
LTE wireless. All the network devices continue to
operate at broadband speeds and automatically
switches back to the primary connection when it
returns. Alternatively, the Billion WWAN Failover
Manager can be configured for use as primary
connection.

Billion WWAN Failover Mananger
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How Does the Billion WWAN Failover Manager Work?
Billion WWAN Failover Manager is a premises-based
solution with broadband router and 4G/LTE failover
device. It has a Gigabit Ethernet WAN interface to
support many different type of broadband internet
connections such as ADSL, Cable, Fiber, or MPLS and
use 4G/LTE as backup for failover connection. Ensure
maximum uptime and performance with the flexibility
to deploy solutions in any location where you need
quick, easy, reliable connectivity at a much lower cost
than traditional Internet connections. WAN connections
can be Ethernet or cellular with load balancing and
failover.
Administrators have the option of configuring the
primary connection (WAN1) and secondary connection
(WAN2). Typically for most failover scenarios, EWAN is
configured as WAN1 and 4G LTE as WAN2. In this
configuration, the secondary connection can be
connected but idle when the option “Keep Backup
Interface Connected” is selected. Automatic failover is
enabled by default per best industry practices;
however, this functionality is configurable by adjusting
the connectivity decision and probe cycle. By setting a
number of consecutive failures and the time in seconds
to determine when to failover to the secondary
connection (WAN2) when the primary connection
(WAN1) fails and vise versa.

Example for the provided screenshot: Auto
failover takes place after straight 3 consecutive
failures in 30 seconds. This means that all traffic
will hand over to secondary connection (WAN2)
after primary connection fails to response 3 times
within total of 30 seconds.

The WWAN Failover Manager provides several
options for probing availability of the primary
connection:
■ Ping: Set the device to ping the default gateway
or a specific IP address
■ Signal Strength: Set a minimum requirement for
RSRP and RSS for initiating automatic WAN
failback or failover procedures.
The Billion WWAN Failover Manager is ideal for:
■ Backup to your primary Internet connection
■ Providing lower cost broadband than a fixed line
solution
■ Areas without fixed line broadband access
■ Temporary “Pop-Up” Locations
■ Retail Networks
■ Enterprise Connectivity
■ Healthcare Service/Facilities
■ Remote control locations
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The Billion WWAN Failover Manager is ideal for:
■ Backup to your primary Internet connection
■ Providing lower cost broadband than a fixed line solution
■ Areas without fixed line broadband access
■ Temporary “Pop-Up” Locations

Retail Business

■
■
■
■

Retail Networks
Enterprise Connectivity
Healthcare Service/Facilities
Remote control locations

Backup Wireless Connection

Health Clinic

LTE/4G/3G Tower

Primary WAN Connection

Internet

Billion WWAN Failover Manager

EWAN(xDSL/FTTH/Cable)

Branch Office

Enterprise

Standard/Simplified WWAN Failover Diagram
Failure of primary wireline network automatically fails over to backup wireless network.

Remote Site

Headquarters
POS System

Branch Office

Billion WWAN Failover Manager
Vending/Kiosk

Router

LTE/4G/3G Tower

Enterprise

Data Center

Applications

IP--pass Thru Failover Diagram

Headquarters
Backup Wireless Connection

LTE/4G/3G Tower

Primary WAN Connection

Applications

Server Center

VOIP Phone

Billion WWAN Failover Manager

EWAN(xDSL/FTTH/Cable)

MPLS
Network

Branch Office

MPLS VPN Failover Diagram
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Remote Worker

Data Center

Internet

OUT-OF-BAND MANAGEMENT
Billion WWAN Failover Manager is purpose-built
for Business Continuity, providing an instant,
reliable and secure solution that not only keeps
businesses online when their primary network fails,
but also enables remote, out-of-band management
(OOBM) to help restore the primary network. In the
event of a primary network failure the WWAN
Failover Manageradministrators can remotely
access the serial/ console ports of local site equipment, such as a router or switch.

Traditional OOBM solutions which use services
such as ISDN (integrated services digital network)
or POTS (plain old telephone service) to access
remote devices are now obsolete. Administrator
now have single integrated device that can provide
both automatic failover and OOBM to the console
port of the primary router.
(See Device Configuration below)

Remote Station
Out-of -band Management (OOBM)

POS System

RS-232
Serial Port

Backup Wireless Connection

Billion WWAN Failover Manager

Data Center

OOBM

LTE/4G/3G Tower

Primary WAN Connection
Internet
EWAN(xDSL/FTTH/Cable)

Business Headquater

Out-of-Band Management Diagram
*The WWAN Fallover Manager administrators can remotely access the serial/console ports of local site equipment.
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VIRTUAL ROUTING REDUNDANCY PROTOCOL
The WWAN Failover Manager also supports Virtual
Routing Redundancy Protocol (VRRP) which adds
another important layer to a business continuity system.
VRRP allows you to configure multiple routers as the
default gateway router thus enabling transparent
failover at the first-hop IP router by configuring a group
of routers to share a virtual IP address. VRRP selects a
master router in that group to handle all packets for the
virtual IP address.

In VRRP configuration the WWAN Failover Manager
would be in standby mode and when the master
router fails, the WWAN Failover Manager becomes
the master with the same virtual IP address and the
entire network remains online.

Local Network
10.0.0.1
Billion WWAN Failover Manager
Virtual IP = 10.0.0.10
PC

Laptop

Network Admin

Internet
10.0.0.2

Default gateway on all
PCs = 10.0.0.10

VRRP Diagram
*Optional Feature not included in the base WWAN Failover Package
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Billion Multipurpose
WWAN LTE Router

Billion Central CLOUD MANAGEMENT SYSTEM
Administrators can extend network visibility with Billion
centrol cloud management system, Billion’s Cloud Based
Remote Management Platform. Central provides
administrators with a comprehensive suite of services
for real-time device monitoring, provisioning, troubleshooting and maintenance from a single centralized
location. The platform will simplify device access, lower
support expenses, accelerate deployments/service
delivery and maximizes the operational efficiency.

Key Features:
■ Real-time device monitoring, provisioning and
control
■ Real-time signal quality and performance measurements
■ Firmware Over-the-Air (FOTA) and configuration
update/backup
■ Comprehensive reports and historical summary
■ Traffic analysis and bandwidth monitoring
■ Intelligent notifications for alerts policy control
■ Multi-tenants and granular user role account management
■ Application Service Enablement
■ Well-defined Application Programming interfaces
(API)
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Alerts Type

Detailed Device and Signal Information
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Reasons to Choose
Billion WWAN Failover Manager

ADVANTAGES
Intelligent Business Continuity
■ Actively monitor primary and backup connection for fully automated failover
■ Ensure “Always-on” connectivity, reduce operation downtime and revenue loss
Designed for Rapid Deployment
■ Small footprint, easily mounted discretely anywhere
■ Can serve as primary connection in lieu of fixed line delays or for pop-up
connectivity
Industrial Grade Design
■ Extended Temperature Range and Flexible Input Voltage selection
■ Class I Division 2 Certified for hazardous environments
Carrier Grade Management
■ Cloud-Based device management to extend network visibility and control of
devices remotely
■ Console port for secure cellular out of band access to your network equipment

BENEFITS
Maximize SP service revenue.
Supports various managed WAN services
■ Enables a competitive and solid SLA
■ Advanced Notifications for multi-level responses
■ Data Usage monitoring and pre-determined actions to avoid billing dispute
■ Reduce troubleshooting time
■ Purpose-built cloud to accommodate 24/7/365 technical support
■ Support various redundancy scenarios– IP-Pass Through, Managed, OOBM, VRRP
■ All solution provider partners are supported by Billion directly
■
■

13

WIDELY DEPLOYED
Millions of routers and gateways
shipped to customers world wide

22 OFFICES IN 16
COUNTRIES
Over 900 employees work at
22 different offices in 16
countries

FOUNDED IN 1973
Over 40 years, focused on
delivering innovative solutions
to meet the requirements of
next generation technology

350 +
Offering services for more
than 350 customers in North
America

6000 +
More than 6000 custom
firmware versions have been
released

PUBLICLY TRADED SINCE
2000
In year 2000, publicly listed on
TAIEX stock exchange

DEDICATED
TECH SUPPORT

OVER 40 YEARS
OF INNOVATION

CUSTOMER
CENTRIC FOCUS

DEVELOPING

QUALITY PRODUCTS

LARGEST PROVIDER
The largest provider of 4G LTE
fixed wireless devices for
regional carriers

AWARDED WINNING
BUSINESS BRAND
SERVING 5 CONTINENTS
Engineering, distribution, sales and
technical centers serving 5
continents

Awarded the most popular
CPE brand in 2012, 2013, 2014
and 2015

INDUSTRY CERTIFICATION
Industry certified products ensure the
quality and standard
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About BILLION
Billion Electric Co., Ltd. (www.billion.com, Taiex: 3027, trading as Billion) is a leading global information and communication
technology (ICT) solutions provider. We enhance life and communication efficiency through a better-connected world,
acting as a responsible corporate citizen, an innovative enabler for the information society, and a collaborative contributor
to the industry. Billion’s over 900 employees worldwide are committed to creating optimal value for telecom operators and
determined to pursue the position of industry vanguard by providing our current and future customers the highest quality
of technology outputs.

www.billion.com

Billion Electric Co., Ltd.
Taiwan- HQ
8F., No. 192, Sec. 2, Zhongxing Road,
Xindian Dist., New Taipei City,
Taiwan, R.O.C.
TEL : +886-2-2914-5665
FAX : +886-2-2918-2895
E-mail : marketing@billion.com

Billion Products and Solutions
Power
Ranging from transformers, in-home and
in-building broadband power-line accesses,
adapters to switches, Billion presents its solid
expertise in the manufacturing of a variety of
AC/DC switching power supply equipments
for worldwide clients.

LED Drivers l Smart Lighting
To create an extraordinary lighting experience,
Billion provides a rich selection of outdoor and
indoor LED drivers both purposed for
high-efficiency and high-performance, as well
as integrates cloud monitoring technology to
build a comprehensive indoor and streetlight
control management system.

Communication
Billion also has a strong R&D team dedicated
to the development of a complete portfolio of
advanced network communication products,
including Fiber, xDSL, Cable, 3G, 4G LTE, and
M2M broadband networking CPE.

Smart Energy l Smart Grid
Bridging the in-depth knowledge of power
and network communication, Billion builds
sustainable energy saving solutions to help
industrial, commercial, and residential users
in reducing utility overhead while maximizing
asset management.
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